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OVERVIEW  

Maintaining the privacy of your personal data is a shared priority for you and the Postal Service. Your private information 
stored online is a target for criminals who seek to compromise this data for their financial gain. As an additional safety 
measure, the Postal Service has deployed multifactor authentication (MFA) on LiteBlue.   

This means that, in addition to providing your Employee Identification Number (EIN) and Password, you will be required to 
provide a second security factor (MFA), such as Push Notification approval from One-Time Passcode (OTP) SMS Text, 
One-Time Passcode (OTP) Phone call, Okta Verify, Google Authenticator or E-mail verification (default). 

The objective of this document is to provide detailed instructions for users who are establishing a security method (or 
methods) to sign into LiteBlue with multifactor authentication. 

There are steps that you will perform in a web browser from your computer, and steps that you will perform on your mobile 
phone.  

The first step requires users to reset their password in the Self-Service Profile.  

Users are then required to log in to LiteBlue and configure two or more MFA security methods. Instructions to configure all 
security methods are included in this document. 
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How to reset your Self-Service Profile (SSP) password  

1. On your computer, open a web 
browser and navigate to LiteBlue:  
https://liteblue.usps.gov  

 

 

 

2. Select Setup SSP Account. 

 

 

https://liteblue.usps.gov/
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3. Select Enter SSP. 

  

 
 
 

4. Enter Employee ID and Password 
and select Sign In. 
 

 

5. Submit Answers to Security 
Questions and select Submit 
Answers. 

If you do not know the answers to 
your security questions, please 
proceed to How to reset your SSP 
password if you forget your security 
questions.  
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6. Enter New Password, Confirm 
Password and select Update 
Password. 

 

 

7. Logout (top right) from Self-Service 
Profile. 

If you would like to update your 
email, PIN or security questions, 
please do so before logging out of 
SSP. 

 

 
8. Password reset is complete.  

You may close out using the x on the 
upper right-hand corner of the page 
and continue on to configuring your 
MFA preferences below. 

 

 

  

 
 

 



User Guide 
  

  

 

5 

 

How to configure MFA for your LiteBlue user account (Employee ID) 

1. On your computer, open a web 
browser and navigate to LiteBlue:  
https://liteblue.usps.gov   

 

 
 
 
 
 
 

 

 

2. Select Sign In.  

 

 

https://liteblue.usps.gov/
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3. Enter Employee Identification 
Number (EIN) and select Next.  

 

 
4. Enter Password and select Verify. 

 

 
5. Enter the last 4 digits of your 

Social Security Number and select 
Verify.   

This step will only occur during the 
initial security method enrollment 
login.  
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6. Select Set up under the first security 
method you would like to be your 
primary MFA security method.   

Users are required to select two (or 
more) security methods. 

You will be able to set up 
additional security method(s) after 
you set up your first security 
method. 

Detailed instructions for setting up 
each security method can be found 
in this document by using the 
following links: 

How to set up Phone (SMS) MFA 
security method 

How to set up Phone (Voice) MFA 
security method 

How to set up Okta Verify MFA 
security method  

How to set up Google Authenticator 
MFA security method 

Email is the default MFA security 
method but isn't an option until MFA 
security methods are set up.  
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7. After your primary security method is 
set up, you will return to the set up 
security methods screen. 

Select Set up to configure an 
additional security method and follow 
the prompts (links to detailed 
instructions below).  

How to set up Phone (SMS) MFA 
security method 

How to set up Phone (Voice) MFA 
security method 

How to set up Okta Verify MFA 
security method  

How to set up Google Authenticator 
MFA security method 

 

 

 
8. You have successfully configured 

your MFA security methods and 
signed in to LiteBlue!  

The next time you sign in to LiteBlue, 
you will be required to use the 
security method(s) that you 
configured. 

Click here for instructions to log in to 
LiteBlue after your MFA security 
methods are set up. 
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How to set up Phone (SMS) MFA security method  

1. Select Set up under Phone. 

 

2. Select SMS. 

Enter a phone number where 
you can receive SMS text 
messages.  

Then select Receive a code via 
SMS. 
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3. Enter the Code that you 
received on your phone via SMS 
message and select Verify.  

You have successfully 
configured your Phone SMS 
security method.  

Click here to return to security 
method configuration set up 
options. 
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How to set up Phone (Voice) MFA security method  

1. Select Set up under Phone to 
configure Voice call. 

 



User Guide 
  

  

 

12 

 

2. Select Voice call.  
 
Enter a phone number where 
you can receive a verification 
code via voice call.  
 
Then select Receive a code via 
voice call. 

 

 

3. Receive a phone call and enter 
the code (six-digit numeric 
code) provided via the phone 
call.  

Select Verify. 

You have successfully 
configured your Voice Call 
security method.  

Click here to return to security 
method configuration set up 
options. 
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How to set up Okta Verify MFA security method 

1. Select Set up under Okta Verify to 
configure an additional security 
method.   
 
This option requires the Okta Verify 
application to be downloaded to your 
smart phone.   
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2. The Set up Okta Verify screen with a 
QR code will then appear. 

Proceed to the next step to continue 
Okta Verify set up.  

 

 

3. On your smart phone: Select the 
appropriate app store based on the 
type of mobile phone you have.   
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4. Search for Okta Verify in your 
phone’s App store. 

 

5. On your phone, Select and Install 
the Okta Verify application. 
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6. Verification of installation. Select OK. 

 

 

7. The Okta Verify app is now available 
on your home screen.  

Select the app to continue the set 
up. 

 

8. Select Get Started. 
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9. Select Next. 

 

10. Select Add Account. 

 

11. Select Organization. 
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12. Select Yes, Ready to Scan. 

 

 

13. Allow Okta Verify to access your 
camera by selecting OK. 
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14. Using your phone’s camera, scan 
the QR code on the computer. 

Installation and setup of Okta Verify 
on an Android may look different 
than the screen shots in this user 
guide (which are from an iPhone). 
The process will be the same. 

 

 

15. Select Allow the Push Notifications 
option and select Allow to confirm. 

Push Notifications is the preferred 
Security Option.  
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16. Enable Face ID, select OK to enable 
face ID. 

Face ID is an additional security 
feature in Okta Verify. If you are not 
comfortable using Face ID, you can 
select Don’t Allow. You will still be 
able to use Okta Verify as an MFA 
security method. 

 

 

17. Select Done on Account Added 
screen.  

 



User Guide 
  

  

 

21 

 

18. On your phone, you will receive the 
Push Notification.  

Select Yes, It’s Me. 

 

 

19. On your phone, you will receive 
confirmation of the Push Notification. 

You have successfully configured 
your Okta Verify security method. 

Click here to return to security 
method configuration set up options. 
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How to set up Google Authenticator MFA security method 

1. Select Set up under Google 
Authenticator to configure this 
security method.   

This option requires the Google 
Authenticator application to be 
downloaded to your smart phone. 

 

 
2. Screenshot indicates the next steps 

to set up Google Authenticator. 
 
You will now need to download the 
Google Authenticator app to your 
smart phone.  
 
Please proceed to the next step.  

Installation and setup of Google 
Authenticator on an Android may 
look different than the screen shots 
in this user guide (which are from an 
iPhone). The process will be the 
same. 
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3. On your smart phone: Select the 
appropriate app store based on the 
type of mobile phone you have.   

 

 
 

4. In the appropriate app store, search 
for Google Authenticator.  

 

 
5. On your phone, Select and Install 

the Google Authenticator app.  
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6. Verification of installation. Select OK. 

 

 
7. The Google Authenticator app is now 

available on your home screen.  

Select the app to continue the setup.  

 

 



User Guide 
  

  

 

25 

 

8. Select Get Started. 

 

 
9. Select Scan a QR Code. 

 

 
10. Allow the Authenticator to access 

your camera by selecting OK. 
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11. Using your phone’s camera, scan 
the QR code on the computer. 

 

 
12. On your phone, the Google 

Authenticator app will begin 
generating a six-digit verification 
code. 
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13. On your computer, enter the code 
generated on your phone and select 
Verify.  

You have successfully completed the 
setup of the Google Authenticator 
app. 

Click here to return to security 
method configuration set up options. 
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How to log in to LiteBlue after MFA is set up 

1. On your computer, open a web 
browser and navigate to LiteBlue:  
https://liteblue.usps.gov   

 

 

 

 

 

 
 

 

 

 

2. Select Sign In.  

 

 

https://liteblue.usps.gov/
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3. Enter Employee Identification 
Number (EIN) and select Next.  

 

 

4. Enter Password and select Verify. 
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5. For demonstration purposes, the 
Phone SMS security method is 
illustrated in the following steps.  

Click on Receive a code via SMS. 

You will then receive a code to your 
mobile phone.  

Or 

Click on Verify with something 
else and follow the prompts.  

If you verify with another security 
method, follow the prompts on your 
phone and on the screen to log into 
LiteBlue. 

 

 

6. Enter code received via SMS. 
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7. You have successfully logged into 
LiteBlue. 
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How to reset your SSP Password if you forget your Security Question Answers  

1. Select Forgot Answers.  

 

2. Enter your Employee ID, Birth 
Date, Last 4 digits of SSN, and 
PIN. 
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3. Select delivery method (Email 
or First-Class Mail) 
 
This is how you will receive your 
password reset link.  

 

4. Enter the code from the image 
below.  
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5. Select Request Reset. 

 

6. You will then receive an email or 
first-class mail with a password 
reset link.  
 
Click on the link in the email or 
enter the web address from the 
first-class mail into your 
browser.  

 

7. Enter New Password, Confirm 
Password and select Update 
Password. 
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9. Logout (top right) from Self-
Service Profile. 

If you would like to update your 
email, PIN or security questions, 
please do so before logging out 
of SSP.  

 

10. Password reset is complete. 

 

 


